
Song Liu songliu@psu.edu
vancir.github.io
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EDUCATION

The Pennsylvania State University Pennsylvania, USA
Ph.D. Student in Informatics Aug 2022 - Now

Xiamen University Xiamen, China
B.E. in Computer Science and Technology Sep 2015 - Jun 2019

CONFERENCE PROCEEDINGS

[1] VIPER: Spotting Syscall-Guard Variables for Data-Only Attacks.
Hengkai Ye, Song Liu, Zhechang Zhang, and Hong Hu.
In Proceedings of the 32nd USENIX Security Symposium (USENIX Security 2023).

[2] Can We Trust the Phone Vendors? Comprehensive Security Measurements on the Android Firmware Ecosystem.
Qinsheng Hou, Wenrui Diao, Yanhao Wang, Chenglin Mao, Lingyun Ying, Song Liu, Xiaofeng Liu, Yuanzhi Li, Shanqing
Guo, Meining Nie, and Haixin Duan.
In IEEE Transactions on Software Engineering (TSE 2023).

[3] Detecting Logical Bugs of DBMS with Coverage-based Guidance.
Yu Liang, Song Liu, and Hong Hu.
In Proceedings of the 31st USENIX Security Symposium (USENIX Security 2022).

[4] Large-scale Security Measurements on the Android Firmware Ecosystem.
Qinsheng Hou, Wenrui Diao, Yanhao Wang, Xiaofeng Liu, Song Liu, Lingyun Ying, Shanqing Guo, Yuanzhi Li, Meining Nie,
and Haixin Duan.
In 44th IEEE/ACM International Conference on Software Engineering (ICSE 2022).

INDUSTRIAL CONFERENCE

[1] One Flip is All It Takes: Identifying Syscall-Guard Variables for Data-Only Attacks.
Hengkai Ye, Song Liu, Zhechang Zhang, and Hong Hu.
In Black Hat Asia Briefings (Black Hat Asia 2024).

WORK EXPERIENCE

QI-ANXIN Technology Research Institute Beijing, China
Research and Development Engineer, Mentor: Dr. Lingyun Ying Aug 2019 - Aug 2022

• Designed a macOS sandBox system to analyze malware behavior and network traffic.

• Developed an infrastructure for large-scale continuous fuzzing.

• Developed static analysis and UI automation testing tools for Android applications.

• Maintained and optimized a graph database cluster for efficient component dependency analysis.

• Implemented an Android firmware patch existence verification tools.

• Applied BiLSTM-CRF model to extract vulnerability information from CVE text descriptions.

Institute of Information Engineering, Chinese Academy of Sciences Beijing, China
Research Intern, Advisor: Feng Li Jul 2018 - Sep 2018

• Detected IO2BO vulnerability using concolic execution.

COMMUNITY SERVICE

• External Reviewer:

USENIX Security Symposium (USENIX Security) [2025]
Network and Distributed System Security Symposium (NDSS) [2023, 2024, 2025]
ACM Conference on Computer and Communications Security (CCS) [2022, 2024]

• Teaching Assistant:

IST 454 Computer and Cyber Forensics [Fall 2023, Fall 2024]

https://vancir.github.io/


PROJECTS

• CTF Wiki: The CTF Wiki is an open source knowledge base about CTF competitions (github, 8.4k stars).

• Awesome-Binary-Similarity: An awesome list of binary code similarity papers (github, 534 stars).

• Awesome-Binary-Rewriting: An awesome list of binary rewriting papers (github, 227 stars).

• PyPi-Typosquatting-Graph: Analyzing and visualizing typosquatting for Python packages hosted on PyPi.org (github).

VULNERABILITY DISCOVERED

• Adobe Acrobat Reader: CVE-2023-21610

• SQLite: [1] [2] [3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] [15] [16] [17] [18] [19] [20] [21] [22] [23] [24] [25] [26]
[27] [28] [29] [30] [31] [32] [33] [34] [35] [36] [37] [38] [39] [40] [41] [42] [43] [44] [45] [46] [47] [48] [49] [50] [51]
[52] [53] [54] [55] [56] [57] [58]

https://github.com/ctf-wiki/ctf-wiki
https://github.com/SystemSecurityStorm/Awesome-Binary-Similarity
https://github.com/SystemSecurityStorm/Awesome-Binary-Rewriting
https://github.com/Vancir/PyPi-Typosquatting-Graph
https://nvd.nist.gov/vuln/detail/cve-2023-21610
https://sqlite.org/forum/info/bc39e531e5fb9407
https://sqlite.org/forum/info/591006b1ccc2cd01
https://sqlite.org/forum/info/79cf371080
https://sqlite.org/forum/info/8cc1dc0fe9b7308c
https://sqlite.org/forum/info/1d9ac01fcec24487
https://sqlite.org/forum/info/a43074729e
https://sqlite.org/forum/info/5522082cfc
https://sqlite.org/forum/info/77c4f79270
https://sqlite.org/forum/info/5275207102
https://sqlite.org/forum/info/9b491e1deb
https://sqlite.org/forum/info/07de5f6216
https://sqlite.org/forum/info/38dceb5cb8
https://sqlite.org/forum/info/bad532820c
https://sqlite.org/forum/info/f5a2b1db87
https://sqlite.org/forum/info/dcd5f35496
https://sqlite.org/forum/info/40e08497b037f257
https://sqlite.org/forum/info/dc16ec63d3
https://sqlite.org/forum/info/0713a16a44
https://sqlite.org/forum/info/cae4367d9b
https://sqlite.org/forum/info/6e26dcf544
https://sqlite.org/forum/info/ab93a23ba1
https://sqlite.org/forum/info/b15f5e3ad83372c5
https://sqlite.org/forum/info/0b53708c95
https://sqlite.org/forum/info/6c5678e3da
https://sqlite.org/forum/info/0d48347967
https://sqlite.org/forum/info/ff3840145a
https://sqlite.org/forum/info/6916dacf83
https://sqlite.org/forum/info/a19bb49140
https://sqlite.org/forum/info/679b4de86e
https://sqlite.org/forum/info/82a88f5812
https://sqlite.org/forum/info/a19cd39913
https://sqlite.org/forum/info/3374b58840
https://sqlite.org/forum/info/ba24e1ccc5
https://sqlite.org/forum/info/5180af725f1cc375
https://sqlite.org/forum/info/2e5131839365682a
https://sqlite.org/forum/info/b3085d0537
https://sqlite.org/forum/info/19b217bfe709a072
https://sqlite.org/forum/info/d03345d572713fe6
https://sqlite.org/forum/info/4dcc24dc12
https://sqlite.org/forum/info/4fd46cf352
https://sqlite.org/forum/info/31d3c004c4
https://sqlite.org/forum/info/6c118daad0
https://sqlite.org/forum/info/f0e872fcee
https://sqlite.org/forum/info/726c4f7db0
https://sqlite.org/forum/info/fb6811c2f9
https://sqlite.org/forum/info/6f08fa9dfe
https://sqlite.org/forum/info/8a22c0bfa7
https://sqlite.org/forum/info/4326cdf292
https://sqlite.org/forum/info/537d8ab118
https://sqlite.org/forum/info/f03f1e4c5a
https://sqlite.org/forum/info/4ef9b37d74
https://sqlite.org/forum/info/7ed4a250d3
https://sqlite.org/forum/info/29a47cf6d1
https://sqlite.org/forum/info/8130545bc6
https://sqlite.org/forum/info/0f37727c0d
https://sqlite.org/forum/info/43cbfc4d23
https://sqlite.org/forum/info/f50aecd5e8
https://sqlite.org/forum/info/b901808856
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